SETTING UP MULTI-FACTOR AUTHENTICATION - WITH PICTURES

e Open https://office.com

e Login if needed

e Click your avatar and then click “View account”.
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e Click “Security Info”

e Click “+ Add sign-in method and choose “phone”.

Add a method

Which method would you like to add?

‘Phone

Authenticator app

I Phone

Alternate phone
Securit; y key

Office phone



https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Foffice.com%2F&data=05%7C01%7Cjdjackso%40k12.wv.us%7C664dd5ec38024b4f016708db7eee10cd%7Ce019b04b330c467a8bae09fb17374d6a%7C0%7C0%7C638243333197562402%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=WkIb6b7efgGjOs9TMpnhcyYPbe7QtOb%2Bp1hXB75vKhI%3D&reserved=0

e Enter your phone number and choose Next.

Phone X

You can prove who you are by answering a call on your phone or
texting a code to your phone.

What phone number would you like to use?

‘United States (+1) v | 3041112222

@ Text me a code

O Call me

Message and data rates may apply. Choosing Next means that you
agree to the Terms of service and Privacy and cookies statement.

e Enter the text that was sent to your phone to confirm.

e Click Done

Phone

° SMS verified. Your phone was registered successfully.




HIGHLY RECOMMENDED THAT YOU ADD A SECOND METHOD!
e Setting up the Microsoft Authenticator.

e Click “+ Add sign-in method” and choose Authenticator App

Add a method

Which method would you like to add?

‘ Authenticator app

| Authenticator app
Alternate phone
Security key

Ciffice phone

e Click Next until you see the QR code.

Microsoft Authenticator X

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next".

Can't scan image?




WAIT and get your phone.

e Install the Microsoft Authenticator App

®

e Open the app on your phone, click Add account (Work or School)
and SCAN QR CODE.

e Finish the process on your computer. Go back to your computer and
hit NEXT. Enter the number from the computer onto your phone

app.

Microsoft Authenticator X

Let's try it out

Approve the notification we're sending to your app by entering the number shown below.

- 80

Microsoft Authenticator X

MNotification approved

v

oo | N




e You should now see two methods listed. You can always delete and
set it up again if your phone or phone number changes.
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WHAT TO DO IF YOU GET LOCKED OUT.

If you get locked out of your account, the helpdesk can remove your MFA
methods so you can start again.

Sample message:

To: office365@help.k12.wv.us
Subject: MFA

Body:

Please remove all MFA methods from my account so | can start
again. Thank you.
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